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Original publisher: Gaithersburg, MD : U. S. Dept. of Commerce, Technology Administration, National Institute
of Standards and Technology, 2005 OCLC Number: (OCoLC)70786903 Subject: Data encryption (Computer
science) -- United States. Excerpt: . . . December 2005 Implementing Cryptography NIST has a long history of
participation in industry standards groups, including the American National Standards Institute ( ANSI ),
International Organization for Standardization ( ISO ), Institute of Electrical and Electronics Engineers ( IEEE ),
Internet Engineering Task Force ( IETF ), and others. In some cases, the Federal government adopts industry
standards, and in other cases, industry has adopted NIST standards, recommendations, and guidelines as
industry standards. 2. 1 Benefits of Standards Standards are important because they define common practices,
methods, and measures metrics. Therefore, standards increase the reliability and eIectiveness of products and
ensure that the products are produced with a degree of quality. Standards provide solutions that have been
accepted by a wide community and evaluated by experts in relevant areas. By using standards, organizations
can reduce costs and protect their investments in technology. Standards provide the following benefits:
Interoperability. Products developed to a specific standard may be used to provide interoperability with other
products that conform to the same standard. For example, by using the same cryptographic encryption
algorithm, data that was encrypted using vendor As product may be decrypted using vendor Bs product. The
use of a common standards-based cryptographic algorithm is necessary, but may not be suIicient to ensure
product interoperability. Other common standards, such as communications protocol standards, may also be
necessary. By ensuring interoperability among diIerent vendors equipment, standards permit an organization
to select from various available products to find the most cost. . . This item ships from...
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